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3.2. Target List
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Unit Overview - Server 2 ® C 2
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Name: |erver 2
Type: USB2
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Port §

Wall Outlet Power
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[ connection & status
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K, 48 Group2 [ H br B 4 45 PDU 1 (¥4 35 4 A4 4 5.
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B 3.5. RCS Power Devices W [
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Overview

Power Devices ® C ?

Status

Options: > Delete Offline
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B E % ] ES C KT
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£E R b 3 1 B Local Session T [, M3Esh &m0 Hbr HE KRB A
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%0 Server 11 H br I35 8 A Hb ity 11 25 15 B W 7 (17 H 954 46 o

B 3.7. #HLYEEH ¥ Local Session I JH

DAL KVM 1082DS REMOTE CONSOLE SWITCH Support | About

Version: 1.13.9 Local Session - Server 2

Local Session - Server 2 c 7
Active KVM Session

Server 2

> Resume Active Sessior

» Disconnect Active Session

Target Devices.

[Serial Port J » Switch to New Session
Server 1

Server 3

Virtual Media Session
Options: » USE Reset | [ Reserved

Mapped Read-Only  Device
m} 5] DVD/CDROM
m} Mass Storage
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1 e S ATA=, JEHE Ports - Local Port UI4T JF Local Port UI Settings
1] T o

2 {t Invoke Local Port Ul #5:# ~, s £ P — Dk 2 AT 5% Um
SIEAE .

3 il Saves
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1 FEMm S mssid, E# Ports - Local Port UI ] JF Local Port Ul
Settings I [f]

2 % B E I 7% £& Disable Local Port User Authentication & i% HE .

3 U517 Disable Local Port User Authentication, 7F User Access Level
TR hEFE L TEI Z —: User. User Administrator 8 RCS
Administrator.

4 il Save.
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A7 SR AT e BT B2 20 AR A AR, ST 23 T b
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1 M S ALY, Hid5 Ports - Modem ] 7 Modem Settings I [f
2 a4 H Modem sessions can preempt digital sessions 5 i A .

3 &+ Authentication Timeout I [A] (30 %2 300 #) , HI Inactivity
Timeout B[] (1 2 60 7%8f)

4 % £ Save.
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M A AT B I, BT LS SR B M SR IR R U A R A
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S A LA LA BR 6 HR AT B v R U7 ]

1 el SR, EHE RCS Settings - Ports - Setup LA it 78 Setup Port
Settings U [f]

2 LA B Enable Setup Port Security HE .
R NGB RN R N
4 i Save.
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1 TSR, £ Sessions - Generalo ¥4 H Bl General Session
Settings I [f] .

2 P L Enable Inactivity Timeout HIEAHE .

3 1E Inactivity Timeout 7 Bt 1, ¥ N A H &1l X 2 wi &l A
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4 {£ Login Timeout B, AN —DNATESNE (21 & 120 )
TE 4 3ok vz W [a) 5 48 0 200 B BT 8 5K o

5 Ik FEEH VY % ¥ Enable Preemption Timeout Bk e,

6 ft Preemption Timeout 7 B, i A Gl K1 5 2 16 BIURE 448 & (10 327
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7 BEFEEHMSIEILFEIED( Enabled. Automati. Exclusive 5§
Stealth)

8 ¥ Input Control Timeout EF 4 1 2 50, Hh 1 Rox o2 —
o

9 Hi5 Save.

BB KVM &%

ERE KWM&ERE:

1 Fefuii Mk, L Sessions- KVM. K tH B KVM Session Settings
@ Lﬁj o

2 PR R RURR S T N A 2 (128 % SSL
(ARCFOUR). DES. 3DES 8¢ AES) LA R MLAAE 5 1 In % 45 4% (128
£z SSL(ARCFOUR). DES. 3DES. AES 5% Nonc)

3 1t Keyboard & $i 3¢ B rp ik #5155 .

4 W R LA T USB2+CAC SIP, U 3% 8 4040 40 9 %

5 Hi Save .
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4 7 Virtual Media Access Mode [ T 7 3¢ 5 f 6 48 DL R & i 2
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5 EFESCEEMME RN —

6 i Saveo
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Settings:Allow
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# R A A 7 2 A WU ) S — R R, LA
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U 25 1% b T RE 4 T T .
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Media Access
Mode
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SIP: A H VWY
HEH VM
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1 e S A, Hdi Sessions - Serial LA % 7k Serial Session Settings
@ E o

2 JB B2 Telnet Access Enabled 5 3% HE .
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B 4.4. M IFEF # Virtual Media 3t 5 HE

= Local Port- Virtual Media Session

Floppy Drive
(3 None Connect Floppy
Floppy image Browse... Neadic
CD,/DVD Drive
(%) None Connect CD/DVD
() Compact Disk D:
IS0 image Browse...
Status
Target Drive Comnected To | ReadBytes | writeBytes | [JReserve
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. T
Virtual Floppy Not connected nfa nfa
Help
e
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1 ZEMWEFES R, P Tools - Virtual Media 1 FF g 0 G5 A& &

i
2 O S S A A L0 R 5
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(K] Read Only S IEME o 401 R R AU G 2 10 W B CLge OB BEE A
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a. 7E Virtual Media X} i5HE 1, HLili Add Image.

b Ko W B ST 1A, R B A AL WR SO ( S
4N dso B img MISCHE) B H 3. PTG H 1SO B 4
WRAZ SO, i Open.

I R ) i R 55 s B ERAE R G SRR It Tl g, ARl
SCA X 13 A o 36 T R 1SO BB BRSO, R
#] Virtual Media % 1 AE H .

e CRERE ST Sk BEAT AL 50 DL DR OE . SR e, 38 ] SO R
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AL AT B i R SO (N R R,
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2 RGN RN TE N BN R AR
3 F AT 4R A DO WA L A R UL A B B 4
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90 | WA A E O
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27,
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*  Read Bytes fll Write Bytes — [ J 4 IR 5 2 4% 3% 1) HoHfs & .
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7
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KA B LS
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fEF
197 KVM 2 i LU 7R S 80 75 o 4% 7 15
R B RE R AR O 5 2 v i 55 A AR E (0 R RE R B R AR
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4 il OKfRAF BLE
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RCS [¥] LDAP Ijj

LDAP & —Ff f] T 3@ ik TCPAP 5 o) A1 88 H % (0 W0 kR #E . Dell RCS
BAEF OBWI [ B 52 #F Standard 22 #J F1 Dell Extended 228, FE42 {0
55 0y 56 AF « FA S Ik AN S #EPE AR 0 5 Ok e AR

% ¥E: Windows 2008 Server %5k 7t IPv6 £ 3 i i LDAP.

% ¥: 7 Microsoft Windows® 2000 1 Windows Server 2003 # 155 2 % I 3 #5448 H
Microsoft Active Directory 2k ¥ %1 RCS F /7,
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RCS. i ml #2645 B AR —Fh T4 5 € U 10 #2145 & 5 Dell RCS
FOF PR 2 el BRI R A8 25 A0 . MR A A & AD R & A B M
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45 . GC I )4l 1 5 5¢ % AD $0¥8 2 Bt FH i A ) LDAP H 5% 25 )
KsE . 1E— ANk, AD P50 R & b T EECE — A B ] g DL it
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FLACBR X 538 1 5 5 B 5 e 4 G 3 45 DA 2y W A6 VR T

VR AR 2O 8 B B 4R A 7O AN R s BCRR AN B 4 ) & A L B
SIP 21 5 14 d5e K 2R3 PR A 3 I K 2 10 = 2% 1k

5 22 %8 Dell AR~ AT, A5 P O3 N 2% A7 40 B8 352 A% 3 1) o 4 A0 3 W] LA
e B AN ZE R 3G T R e e 3. MM 2ok s e A
Active Directory W M, BRI 6 4 J5 GV B o A AT 4 028 . i T
AN G, BT RAAE BSOS R 1A A0 A A O A Ak

2% Dell ZEA 4 JiE () 32 2 23 Ab gt 2 B TR . AU AR E Active
Directory ZE#y I, 328 R 42 6l &5 A8 He ML L5 v 5L 4% 0 5 1) DL I d A ™
o0 HECE AN AR . T RCS AT NL, BT DU & M H 4
) R T g o A B Al IC B BLIX B 7 IUHR SE 19 RCS I R A% Ak /oD o

SRk, Al Dell ZEH 3™ i 5 5 1 48 = A0 YU A e L e 46 o A1 oF 51
BB £ X BBCE K A He UK B Active Directory 45 #4 W (¥ & & v 5 AL
B EETER,

A AT AT — Bk 3K, RCS 2 7T [ A i BE 47 5 63 363k, iy HLAE HI AT ] —
P TERIA R RAEAT Ty e A B 53 m] A b £ 3E H T JE 2 B PR BT 1
AT — Bk U5k . © A NI A AL Dell Z8# §7 Ji& 1) 2 B4 it 1 il
Blo A& M T — A M RC B R S A B 2o AR, FEAERTE
1T 01 22 2 A 5 v ] o 2 s

P 3

7E Dell RCS 7] LA ] Active Directory 84T & 3 30 1F 2 7T, 4 2
1 PE Override Admin ik /'
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B I 24 6 1) 3
AL 51 1 90 E 2 4
AL LA %

BIEE I F A CA HRAE T3
e

BC & Override Admin gk P

0 S R W, T DA I — AN TR 7 LDAP R 25 48 10 5 0 % i
B A M . AL A B R AL . AR
8, web S0 A B 4 B B

1 a5 User Accounts, 3K G B il5 Override Admin.

2 WABESEGHP P A, X5 Verfy Password 5 Bt
oh N B S HE AT A

3 i Save.

% T B 20 DU B DL 5 4y 6 4 e A0 Ik

ic & DNS % &

WA DR E — A DNS Il 95 4%, LDAP % ) i 4" 0] LU BT 44 B

Network ¥ 28l ' 7v RCS [ 4 F% - o VP 8 B 00 26 i L, B0 46 TP b
B FRAS . W<, LAN # /% 1 DHCP/BootP % # . BT & 7~ ) RCS
K5 SNMP 28 System Name 7 B H 48 o (1) 44 FRAH [F] o
Network T 28 5] 7o 1F fix 2 fr AN F4E 47 3 A~ DNS e 45 8% o X 48 DNS fit
% 28 TR #1 LDAP 5 4 36 UF T AR b BT 32 4t i) DNS £ %% .

E: DAE/DEE G DNS R4 4 4 feik LDAP DhRgE/EH . ERE A
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o
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W ST LT RCS (1 A 47 & 2L 1 iC & DNS Hik 95 # dhik o A3 A AT
PR R, TS AT Y RCS Ui W SR .

FEAE MR web FL1H H ECE DNS % E
1 #.ifi DNS 4T JF DNS Settings 1 [fij

2 Fix DNSHEIRK, HAMRssashhl, 85 505 Save.
& 5.1. OBWI - DNS i#& &

DAL KVM 2162D5 REMOTE CONSOLE SWITCH

RCS Settings

DNS Settings & C 7

DNS
DNS MODE

Assignment Mode: & Manual DHCP DHCPvE
DNS SERVER ADDRESSES

Primary 102071012

Secondary

Tertiary

Fc & M 4 B A B i (NTP) % &

AZ e L 2 AT V5 1] 224 I 8] A AL B DL, 6 E A5 2 A 38 . A mr DA
BAT AL 1) NTP 375 3K 0 18] 528 o 275 B web F I AC & NTP &%

Hdy NTP 4T JF NTP i [f .
#il; Enable NTP #E .

A5 P B2 A6 R HE P9 i N 0 2% IS TR 44 B o 454 AT BLBEE DL/ I 3 1Y
IS 6] ) B LA i 5 305 SR IR T 5287 0 4 o B I) [R) B BEE N 0,
W H 2= £ RCS 7 2l 9] 18] 8¢ 5 250 Global - NTP S 1 & Hi 1 5K
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4 B Save.

fic & LDAP 5 4 I iF 2 ¥

MRS 698 UE A, RCS 97 58 53l WU B 05 ) LDAP F 3 5 7 95

S B E T U SR B RCS A ] LDAP By i %

JU g A LA AR BB H R SS . A P A R LS A T
vE: #i57 LDAP it & 19 AR5 /2 KVM User. KVM User Admin 1 KVM Appliance

Admin, 43 5% User. User Administrator £1 RCS Administrator. U5 1] 2% 5l &
B, (EAR T s A H B R .

JA F LDAP % 43 Ky il

i i LDAP Configuration Options H[fil I [¥] Operational Modes #73, &
nJ U\in;fxﬁﬁ T B4 Bk 1) LDAP e 55 M IEf2E 8L . nl A 5

2}

e Standard LDAP H %t % ( 3E Microsoft)
*  Microsoft Active Directory Ml 5%
© ZEH] LDAP & 6y 5 iF

I SR B A LAt B 6y B 1l J7 3% ( AF LDAP) W LDAP 5 3 56 1iE #5
WAZNEEM . ZAE LDAP H XMk 55, 5 ZHOH L8 X A5k

EiREAEH LDAP & 4 % UF A Th Bt .

1 7F User Access I, &£ Avocent I, ES WK 5.2,

2 Y4 Disassociate B 3% B | Avocent & PR & 1 5 3F IR 55 2% o
3 il Save.
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5.2. Avocent 5 4} I iF I T

Support | About | Logout

Version: 1.13.5 iiser Accounts!
User Admin L saNnccounts
Avocent

Local Override Admin

Avocent Management Software Settings ® C 7

Details

Instructions: Register with Avocent management software authentication server

Server

Retry Interval (minutes): (5

I

Network
DNS
NTP
SNMP
Auditing
)

Disassociate | Save

e AT LLAAMES b T Avocent B 43 B UEOCIR, I E R AT IXEED R H
s, 2 Avocent fil 55 i < B T B Oy B0, U6 2 ot AP B
WA B B DG, A e 4% S 1E 4T LDAP 5 43 56 UE T ' .

Z 3 A LDAP 5 4 R i :

1 1F User Access F, ¥ LDAPEIN £, = MK 53,
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K 5.3. LDAP Configuration Options & [

Support | About | Logout

LDAP

Options

Standard Active Directory

LDAP Configuration Options = C 7?7

Options

Operational Modes

Authentication Mode: (@) Standard LDAP Active Directory LDAP Do Not Use LDAP
Access Type: Open @ Secure/SSI
User Caching Disable (@) Enable 20 = Timeout Period (minutes)

Extension Options (Active Directory LDAP)
Schema Type. Standard Extended

Global Catalog Disable Enable

Directory Servers (Standard LDAP)

Primary Server: (Required)
Secandary Server (Optional)
Custom IP Port Assignments
Standard LDAP Message Port 389 Secure/SSL Mode: 636

Active Directory Global Catalog Port: 3268 Secure/SSL Mode: 3269

Restore Default Port Settings

2 {E Operational Modes i 73 /1 & $ — > 7l /] i) LDAP Authentication
Modes.

3 MCE T B IE LA SE A A LDAP & 43 0 AE . A 56 R AS 3k T
FRAR T VA R .

4 B Save.

BLAE ] LDAP & 43 5 3F , i ¥E & Do Not Use LDAP &5, If ¥ ili Saves

S b BT A Al UK g AR, A RV B AT R . 5

#h . Standard Fl Active Directory 126 T -~ T 11 (1% A Mc B o) vt R B 2%

.

XM LDAP & 4y % Uk i, F 7 Ui R b AR Hbow SCR P D5 1n) 51) 36 B

Avocent FHU A ( WS AR P U R EAT) CREE .

Ja H1 LDAP & 4 56 F i, A Hb e SR - 15 19 51 KL %8 T LDAP H

MRS AV mE K. U @ EE e A RCS w8 X .

RARFELBIVUHL, KRB & AL E kit % LDAP H %k %45 .
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Access type

LDAP H 5% Iz 5% #% nl 5 & 4 7E Open 8 Secure #1: ( fff H SSL — 4>
BERT)EME) Tisfr. el EHLH SRS A A

VLWL . 3% #+¢ Secure/SSL 2 xC I, 1 2 [ b5 i & “LDAP SSL iiE 457 [) &

A, PRSRIUA R A & 03 #8/E 2R 4 3

User caching

JUBEE I LDAP J8C 5 58 J8OH )™ 5 4 31, RCS it 2 75 3 58 i 7] B Py £
F N LDAP H % e 55 &8 3K A3 10 45 R o W RAE X BOF ) N AR B T 55—

AV ER( BE S FEERINH XS HIER) , WE R E

RCS EgEAT A M 4b 2 . IXFE 2 5 B0 ma B, A5 H] 7 e 8% 4% 22 T AE

I KRR B b sk /N 3R .

I PC IR IO = Fh 2 A disable. enable Al timeout period.

Disable — A RVFH 47, JF HiG 2 ) LDAP H ¢ Ik 45 #5 ) 1] 47 5%

JIT i B AR P R A A IS TR ) B O S R A, DASRIRGR 3. BRI

#LF, User Caching A %5 H .

Enable — TR A7 5500 48 LDAP H 5% e 55 & 1 & 19 H] ) #5287 K 1 465 2R
L FRUSE A 5 1) N ) B P B W B AR [ R B B SR, A X L & A
SRS Ay B B SR R A R 5

Timeout Period — #ffi & I W) BRI C o (B BL2r B0 3047 o 78 HE 1 A 5
NI, Bl A Sk 5 .

o BUNEIAE: 15 0B

o /NI 1 5B

o KW AL: 1000 53

% W SPTARCE IR R, G Save KA N . LDAP it B
i H e SL WS T RCS, Gy BT A 8.
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BYNY BEIR — Active Directory LDAP

B Active Directory BE3C I, 5 B 53 06 50Ul 5 46 >R M Standard 34
Extended 22449 . 53 4b, 4 51 E NS B & A5 24 H Microsoft Global
Catalog 1% Tl .

WA M KAESH — Standard LDAP

i i Standard LDAP( 9E Microsoft Active Directory LDAP) B, 7% H
FHNR D =AM RIE R WSS HHbdk . 8 Primary Server #1
Secondary Server - Bt Hdm A M bk o FF EEHEN RS A .

Hi 55 4% bk oy 2 LR B2 — A

e DNS#Hihk( #la: myldapserver.com)

o IPv4 MBI B 10.20255.255)

o IPv6 Hihik ( B U1: £e80:200:f8af:fe20:76ce)

S UFS % — Custom IP Port Assignments

AT AV SO T LDAP (AT M bR HE TP i 15 o 75 K 2 50
T, BHRESCXEAE, HE, WREIEAAM AR LDAP H 3% Ik 45 4%
(1) 8 B 03 75 ZEAN A 9 o 11 9 e, D) m DAAE e A By N o

R G L ARNC &, LDAP #5222 ] A H] DU A A R 16 TP s 1, &5 ok n] A A

PR AN g o X DY AN i 5 B IR 4 A E LDAP Configuration Options [H]
1T ST NP (i Rl T (T 1085 O 07 9 e D = . S o B S N
€ SCT A AT S 1 R O AoV R IL R AT g B I DL .

#®51: G IP 304 E

Ja F AT A
& X ui I Open £ 2 Secure/SSL i =,
11 51 %
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AEH

Global Standard LDAP Message ~ Standard LDAP Message Port —

Port Secure/SSL 4 =t
Catalog
111 Global Standard LDAP Message Standard LDAP Message Port —
Catalog @ Port fl Active Directory  Secure/SSL 3L Fil Active Directory Global

Global Catalog Port Catalog Port — Secure/SSL 4 =,

hn R IR R R UG AT bR UE TP i D FE 2, H i “Restore Default
Port Settings”#% 8l » BT A PU A S 11 1) 4R #4085 3k [ L JL 4Rl , B AT A2

Standard LDAP Message Port — 389

fff FH SSL # X 1) Standard LDAP Message Port — 636

i H Global Catalog It 55 #% ] Active Directory — 3268

{fi H Global Catalog It 55 #% /SSL #) Active Directory — 3269

IP 3 15 SR VFITE HE 4 1 2] 65535, 5 LDAP H 5% Ik 45 4% 481 F 1) o 1
RN U TR L SO VAR R Y SRR N L g

5% A% LDAP FiC B

X} T Standard 1 Active Directory LDAP #2:(, 77 2 2 Ath 2 HOk i f& &

IEWIER: 2 LDAP H k55 %8 . DL N &S Htfried. Hi2
TN W E . OBWI BT i g S A7 “HCBt 7, A 235 A5 B 63 if O A6 AH Y. 0T
I AT 2 B W .

il ur,  fun 48 Bk 4% Active Directory LDAP & i, 5 A fg & 2 bf %5
BOoRUFTAK, ESHE SA4,
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B 54 BMMHE — LDAPERREH

Options Standard Active Directory

LDAP Settings - Active Directory Configuration ® C ?

Instructions

Options on this page cannot be changed unless Active Directory LDAP Authentication is enabled from the LDAP Options page.

WL X P A B, IR Active Directory 85 0 0 A J H 802 8 HIHE R £
. MNIR[FE LDAP Options ], IEFE Active Directory LDAP, W
% IR S, R )G 5 Save TF 3R [R] A 1] [H] .

Standard LDAP # 28 2K J5 A i & H LA A /9 8o .

%% LDAP Settings — Standard Configuration

5 LDAP Active Directory Bit & —#f, Standard LDAP & 7 56 1F . 48 % Al
) 2 $ o] I 2 OBWI it B . A5 i 32 ' vl J8 i OBWI & 0
) User Access/LDAP/Standard 3& 0 & V5 ), &2 K 5.5,
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5.5. —% LDAP Settings — Standard Configuration

Support | About | Logout

Standard

Options. Active Directory.

LDAP Settings - Standard Configuration - C 7?7

Options
Search Configuration
Search DN:
Search Password
Search Base
UID Mask:
qQuery Mode Selections
RCS. Basic User Alliibule @) Group Allribute
User Attribute (@) Group Attribute

Target Device: Basic

Group Configuration

Group Container.
Group Container Mask
Target Device Mask:

Access Control Attribute:

Access Control Delimiters

Dell

ou=%1

en=%1

info

e HURAT AR 25 Standard LDAP H 3 & S @ T E BN B 5
B, HEFEE: AR HE AT 5% £ Active Directory I 55 B & MR A

LI

% & RCS UL 4T Standard LDAP Z

VE: AAF AT A Active Directory AT & B0 2 Wi, 4 505 37 Active
Directory, X 1% & 1) £ A5 =X A 58 S 1 P 43 TiE 4 38 1R 2 AL R -

BEREHEM.

1
2
3

DL B B AP % % LDAP H 3% R %% 28 5 4F .

Gl —MHEAREZHL T (OU).

BlE— NSRS R LW FELS%, H T &# RCS( 1
OBWI [t RCS Overview i [ 5 w) , & @#—NMS5HEKMH
PR R A R E S %, T &M H PR . 2R 2058 4 A
M, FHEX 2 KNG,
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4 T E Wk E A H AR B BRI AR D . AR
OBWI ) Appliance Overview I [f] 7 45 5& ) ¢ & 44 FR A H b5 5 % 4
PRAL I KNG FRE . BUFME P AT A A A, Haua
LDAP Iz 5% &% £ (0 X5 5 40 FR AR DL BC

5 fEHRSHL B TR PN,

6 R AL K H bR B AR B B I B AL BRI (4) Pl A
W

7 F&5 € H T AT Access Control J& P 17 & 18 -

BREERE

KB iEH: LDAP B AT UA K E . 48 4 : Search DN. Search
Password. Search Base #1 UID Mask,

Search DN

Search DN & X — AN HEL g A P, SeE v LG X H X% . &

Hir &l G mmitfm, HxRSEH AR Hx, BLRAT e

LDAP &y il BAREMH P S h R uE&ad. S ERELHAHE S
B T o SRR 2 H 2R AL T

cn=Administrator, cn=Users, dc=MyDomainName, dc=com

Search password

T A R e K B Y, K AL ] Search passworde B #4 X Search DN
FBCP AR W BB P AT B B . AT AT AT 9T ED R ASCID T

#EILL .

Search base

Search Base & T FF R HE4T LDAP # R IF# A . RIAEN
de=yourDomainName Hl de=com. &> & 4 44 24 20 H & 5 I
n, s X testcom M RE, {HMNA de=test, dc=com.

UID mask

UID mask $§ & LDAP HAr & & 34T H 7 ID R R &M &4
<HH>=<%1>., BRIAME N sAMAccountName=%1, 5 Microsoft Active
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Directory [t 55 ) BR A B AH % B

BEHRAEERE

TcE R H b e A W R 2 8. e ] Tk il s e B
A B A BB T BEAT BEAT B Bl . H AR B T T =l Vs
I3 # bR B2 19 T 7 34T B 4 B8 iE

A=A HM AR B, 4504 basicy user attribute 1 group
attribute.

Basic

W H SRS RIER P P 2 F s ig &0k . W A 20 2 5 4 6
S, FH O R A] U5 ) 2 B R AT fR] BT 3 B2 1K) H bR W A .

User attribute

M H RS KIZH T 4. R Access Control J& 1 &

#] . Access Control J& 1 I\ Active Directory N I FH /7 6 % s i, 4 i
ARFRBNE, R Tk Ui ) 2 B B H AR B

Group attribute

FE 4 1] Appliance & WA I, 1) H s IR 55 36 2 BN i 3 4% H s i

HHH 4 A A, 4 H] Target Device 2 80, T
] H oo ik 55 ik ik 5 Hobn e & M 4 . s ML & il . AE i

Appliance 1 W B, A SR 4k 2 7B E T 7 ORNREE A AR RE, 1 B
WA U 1) 256 5 B8 H AR 3 8 AU o 75 Al Target Device 5 i 5 I,

W B T A A R H bR e 1D BB, M P REEOR R e H AR I &
1 BLBR o

% %: MR i ad A v RS 3, o T ) 22 A I I H e M E T R S T A

HARESH
SEEZOUINEIIE N WoE -t
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HERH

Group container H T P 51 /& Active Directory H* fill ¥ 41 23 51 7
(OU) 7 & N AN Z AL E . AX R wE ) AL AR AR
FoAb A, A5 — T0UHS ATy i F A2 1 U7 7] 4251 .

Group container mask

Group container mask & X Group Container [fJ28 %, &% 4 OU. 2RIA
i ou=%1.

Target device mask
Target device mask & X H b5 8¢ & R W& . BGAE N en=%1.
Access control & 1%

Access control J& 1 45 & 2 W 182 20 W B 4 User Attribute 8¢ Group Attribute
IS A6 PR e 4% B o RN I P 44 R N “info”

Access control delimiters

LDAP b X 705 () e v T omE—ama BrEh 2 A8,
TEIEH NS, AfES LT E . i, i LDAP H X f —
A AR %, W JE M “Color”™# F T i o b b i 11 B €4
Color:red;blue;green;black;purple

“Color” & JEPE M Ak, HRMAHRKRBEEKME — ERp b g —
HeEH. NTEAE, 7252 THRE—ANHAET T REMT —
AN YL RS 43 10 T S 14 0 B 4 o

ED B LR, LDAP & B 5 v] 68 75 2208 o 5 HAEE A & 19— 3585
EXMELT, DB ERTEEE SO, mR X,
FH % 7 Bl 1 52 ¥ H TR 3 Access Control J& 7 43 B 5 ¥ 10 BT 45 7 45F
( BOFE DT, WA Z2AFZR/) o Fl, Ko ReTT B
BE N #8;( = FAT)

Color:red#blue$green;black#purple
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I 23 B AF K R B0 5 A s A [ IR S AL B (9 5 4y . LDAP
O3 N A AR BT 2 SCIRAT ] Access Control Delimiter - £ AN & 4E g A #h
J7 WAT A & P A o B0 B 1 43 B 5 DAA I oAl H

i F B PR, Access Control JE P (ACA) H— M2 A —NMEMWAEH
oo BRINNG LR, AR S P H by & A VLA ) LDAP H
FKo5H, Bfa A hnfo"ME e, KBS, XL E R ER S TR
TH P AR Z W& BB ). W LDAP ik 45 & 21 03 AL ZEAE J info
DR I U wb % e o= vl Nl = i

HTHPREZ AL, HEEANAN T AR &S] EAA
A BB ), s AT I Tally SR fFIXLe g5 . i3 LDAP 45
e, A5 1 B AP AL N S T8 b 52 e R R e P R v A% R B ) T T
IE R R R m (B EH) B9,

%% LDAP Settings — Active Directory Configuration

AT B T OBWI & [ User Access/LDAP/Active Directory 1%
W-RViE, WS E 5.6

B 5.6. —% LDAP Settings — Active Directory Configuration

Support | About | Logout

Version: 1.13.5 LDAP
User Admin

Options. Standard Active Directory

LDAP Settings - Active Directory Configuration ® C ?

Options

Directory Service Settings

RCS Domain: mydomain.ldapserver.com
Root Domain: Idapsenver.com
Group Container: Dell

NTP
SNMP
Auditing
Ports

Group Container Domain:  Idapserver.com

Access Control info

| Sawe
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i B R 2 %% Dell Extended 2244, HUF5 % A K 2248 HI 1K) RCS #

Root Domains,

W A e g AEH] Dell Extended 2244, WK 22 & 21 55 o [¥) RCS #

] 52 #% [¥) SIP ¢ & 24 Active Directory 1 IR THSE NI S o ZLIXFEA, &

Sl ERCE N HR BT LA S U5 ) 242 1) RCS M HAH %

() STP AH S IC [ BE A0 0 5 o 3X ] LU S5 A 60 & 19 OU a0 by ol €1 2

(1) OU, {H & 7E Group Container 3 (1] i 7 OU H % Zi it ME — 11 .

%% L4 LDAP Hagph — M H TR SAEE U M E6E B W EME. X
2t BE W A7 AT B E B AT R s . ( BUAE A X%

E]’J“mfo")%f )

B n s BOR T 2 AE OBWI & 1 32 ) %5 1 AL % A Group Container i) 47

# + Group Container Domain F1 Access Control J& P .

ARESOTFB R P BRNEZ AR, HZHES2.

# 5.2: Active Directory it & ¥ B i}

FB L

RCS RCS Domain 7 B £ 7 3% B H T A& 408 3& RCS AT SIP 1) A A3 X 4L 11
Domain  Active Directory Domain ) £ #% .

Root

. Active Directory Forest 7 g I [fi [t 45§ .
Domain
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FB A

M7 BEAE % $% Standard ZE K9 I AT ], 45 #E Active Directory H 41 21
G (0U) X % M8 2 HE ) 44 » OU 28 40 H P 5 05 1) 32 45 1 3
Group T2 i & 28 e b S HAHTE (1) SIP AH G I (14 T5F 20 X %2

Container iy 4y i e 7 2 OU F 951 4 = ou=KVM-

(a:TX e AccessControls, dc=MyCom, dc=com. 7EXF{# ¥ F, Group Container

Standard BN ¥ “KVM-AccessControls”. % A Group Container - Bt ) %4

18R FR#E Group Container 3 (¥ T 45 OU X G b # 6 U2 ME— (¥ . 48 n LA

) 6 P A% 56 BT B EE 1 OU 4 24 Group Container, B A 45 il ) 78 — A
0U.

R IA (4] Group Container 5= KVM.

Group

Container

Domain

( AXBR B AR $E Standard ZERI IS AT, R BELLZE S8 BTJE Active Directory
T 1 ¥ DNS 4 .

Standard
L il
")
1% B E T LDAP H b H TR ST E T mE&GE B mEME, IF
A L AE % #¢ Standard 2244 B J5 A -
ccess

Control  Access Control &£k B LDAP H st % H )& M, % LDAP H 34 %
& R i 5y AL 45 FH P R RCS B I 78 2% Uyl 14 AR T S ALK B 41

(B 2 i | Standard 2244 if,  Group Container H [ 40 %) % i 4B — A

;andard JEPE, H TR S AR ALAR G VF AT 2003 . Access Control J& 7 5
g I B 77 % % Standard 2 Hg I AT, HC b4 A BT R SR VE B0 4 B . TR 10
) JeE 6 B B A7 A A R AR B, BRAJE M Tl Active

Directory i/ i v Bl (ADUC) 4 1 14 ) “info” . 4§ ADUC, #I il
J R 5 6 “Notes”J8 P ¢ ¢ info JR 4 10 £
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LDAP SSL iE

FT A 1) LDAP #p il A2 # ( RCS Fll Active Directory it %5 #% 2 1)) 52 #
SSL & ¥ . 76 LDAP 38 5% %] SSL £ ¥ 1), & #FR1E LDAPS( i it %
SEEFEMNBE XU ) o B LDAPS 3% 8 DL 98 F7
FEUs, i 48 Tk Rk A R ) Active Directory ik 45 #% 2] RCS 1) %2 4% 1iE
Ffbhm. — BB, W RCS i Wik ik 4. A T8 UEiE+, RCS
IR — A AR B R WA (CA) BIUE+ . fEREAT IR AE R, H e
G AR

J& P 43 ) 8% b i SSL

i A AT 5 AE A Microsoft Enterprise Root CA [ ) 43 it it A7 ¥ 35k 2 11 28
SSLAE-5, b AU AT LA R 0 BRAE A A sl 455 ) &% 15 A SSL( an R 2
B %A XS )
1 ¥ Microsoft Enterprise Root CA % 2 1 $5 44 il %5 L.

a. WEHIFH — BHER — FRMEBERESF.

b. EPEE /BB Windows A4 .

c.  fE“Windows 21 {1 5 7rh, & HAEH RS H L HE

d. 1%&#¢ Enterprise root CA 1) CA K%, JEHiTF—#.

e. WAL CAMAHAK, it T—®, R5HdisgHk.
2l RS FRAS 2e 2e SSLOUE P AR A A B s ) S8 B SSL.

a. HiliFFHE — BEIT R — B,

b. BN, AP EIERHBERE, SRS

HZhiE S HE .

c. %“Eiﬂﬂ%*%ﬁﬁmg"*, B B, JFk s

3 BT —®, REREEK.
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Al 4E Linux "4 H] openssl €1 @ W\ E /AL 8 ST« Openssl A 75 94 3
opensslorg 1 F &, BUF UM A <> bk, Feom )
M5 1ZAT K 1 bR e ¥ B — M .
e LN UM R A <RIET> PIISCAR, Ko M A R AT KR
FR bR AE B B — M.
O i P AR
1 7& Linux g 2 &= FF & H b, %N openssl, A J5 1% <Enter>. M
R 3 OpenSSL #2871 £F .
OpenSSL> genrsa -out privatekey.pem <512>
Generating RSA private key, 512 bit long modulus
.......... ++++++++++++
..... ++++++++++++
¢ 1s 65537 (0x10001)
OpenSSL> req -new -key privatekey.pem -x509 -out certificate.pem-
batch-days <365>
2 EHEHIA ( DNF K S A B AE D R e
Borl GEATBRINME o MR 5 28, S nr DUBE N < 7 BoR A
Country Name( 2 ™5 BEfCHY) [GB]:<US>
State or Province Name( %K) [Berkshire]:<Texas>
Locality Name( Wik i) [Newbury]:<Austin>
Organization Name( WA #) [My Company Ltd]:<Dell, Inc.>
Organizational Unit Name( @17 17) []:<Round Rock>
KM R A R eI %5 4 EHL4)  [:<RCS
DNS 4 Fr el IP>
Email Address [|:<support@dell.com>
OpenSSL> quit
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3 ff Linux ip 2 #8757 % H b, B cat certificate.pem privatekey.pem
> webserver.pem, 4R Jii K SC A AN UNIX 47 5 38 04 DOS [7] 4= i
17, J7ik 2B N unix2dos webserver.pem.

LG CAIE:

1 {& Windows #F RGBT IFUE A ML & 2 T 1, 30F b
Fih — FEERF — BEIR — EBSRIME

2 fnraE R A B R B TR AL R R UK LR, AR S R A A E
TR B (K J 1 o Fg = 3T IF“CA & 1 7%t 3 4

3 Ml EHIES R M EFBEB LM, T IF U I HE

4 RlWABRIETR, RJE R E R B SO ST UE T
TS

5 TR —FZIT A .

6 7E“ i SCPR R i T L% ¥ Base64 9 F% X509 (CER) HiE %
H, JF TR B

AR 2 o S T T o AN R S T R0 S T S R N
i T —P il .

8 HilisEE L .
S PR E A5 SO B IE Al A% K T R OpenSSL 352 B

i S A CA R — ok, HE I AR B AE R . e, Bl

ME AT 8 0] 5 2% R IR B T “Restore Factory Defaults”, U 4 200 7 X I

FRAE A5 .

K i DAL BWIEN T Microsoft Root CAE 5. X F-JLfh CA, 1if 15 CA BE 7
AR .

% vE: UG M4 IS IR (NTP) LLE LDAPS 1E & 1.1 .
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5.7. OBWI - LDAP if

NSOLE SWITCH

Certificates
Web Certificate AP Certific
Manage LDAP CA Certificate = C
Details

The LDAP CA Certificate is not loaded

Hifi Update Jaff 85 BLT & H o
/& 5.8. OBWI — ¥ % LDAP if

M 2162DS REMOTE CONSOLE SWITCH

i D certificates [JRIELRIIE]

Web Certificate LDAP Certificate
Manage LDAP CA Certificate & C

Details
Instructions: Flease indicate where to upload the new certificate from. Uploaded certificates must be in OpenSSL PEM format with an unencrypted

k

private

Method: @) Filesystem O TFTR O FTP O HTTP

Filename

Auditing

P

(._Upload | __Cancel

R ] W A A IF R AT R . HAT IR IR JF Won ey g, W] g X

B AlE 45 K3k 45 RCS.
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&R

B R H S B K S 20 LDAP & 43 363 AT M8 S L, Sessions
WO SR D EE, BUOAER N 30 B Bk @& 4R M P %
Login XJ i AE | /¥ OK 4% 41 £ RCS JC M 5. 1) B /1] . RCS 4K 25 4 H it
E 1 & LDAP i35 3K 5 4y 5 3k 1) 8 1

BEAE B web FE T 4 € F ok I

1 i Sessions #] JT General Session Settings I [f .
2 7& Login Timeout 3¢ .1 5 5 70 4 .

3 il Save.

&l 5.9. OBWI - & 3 it

KVM 2162DS REMOTE CONSOLE SWITCH Support | About | Logout

Sessions

General K Virtual Media Serial

General Session Settings & C 7
Details

INACTIVITY TIMEQUTS
["] Enable Inactivity Timeout
Inacthity Timeout (minutes): [ &
LOGINTIMEOUTS
Login Timeout seconds): [120 =
SESSION TIMEQUTS

[] Enable Freemption Timeout

Sessions Preemption Timeout (seconds H
SHARING
[7] Enabled 7] Automatic [7] Exclusive [7] Stealtn

Input Control Timeout (1110 secs): | 1

14

% ¥E: Login Timeout 55 User Login Caching TR AN A . J5 & 45 18 & 3% 58 UG I
— B A N A7 IR 25 L, LAV PR EE 42 19 LDAP il AF i K .
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CAUEHERER

B0 N PIKJE/N T 8048 T 2048 LEARFIY, RCS Al fE 0L & M b 7R 58
I CAUEBAE R MAH KT 2048 i, MhE O, SR
A X H W A R, !

DL SR (42 CA UE 4545 & 1R 7 4] -
1 W& i b CAIES 2 RCS.
2 EHATESE R N option 8 LA R LDAP CA i 15,
RCS K S 7 LU R AL 145 &
Begin CA certificate information display
subject= /DC=msft/DC=Idaptest/CN=MyCertificate
issuer= /DC=msft/DC=Idaptest/CN=MyCertificate

notBefore=Dec 7 20:09:56 2005 GMT

notAfter=Dec 7 20:18:34 2010 GMT
serial=7BA146C0221A08B447B989292074329F

MD5 Fingerprint=
CB:6D:70:30:31:E5:1B:C0:90:BB:DB:32:B2:C9:D1:5A

End CA certificate information display

AT F IR 3 80 F i 25 B, LLAE Microsoft Windows Server 2003 - 4 | %
I RCS #BAt -

1 $5 FF 3R 5 5

AR, REEERE.

PRI R .

i PR B B 1A

T PR AT R L TR .

T PE L i HL Rk <8 Windows 12 7 #1IR 45 )8 F BB AT R -
ok S

1 & V1 AW N -
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8 VR AR G R A ) R A L

MEHANZR

i 7 im N Group Container W FEAL, ] LUK Ui 1] 48 il B 21 4
JE 1] Active Directory H ik 7 o BF 21 5 03 00 20038 B0, B AR 3R RV ) Ui
1] 1) RCS 1 SIP [0 5 o 4% 7 (1 Ui o) 9% 0l et 1 4 60 % (- Standard 42
F) BEOORHEXS % ( Extended 3444) iR @t E . A=D1 H
MIVF R 2 o 2 BB R 2 34 (R I 7, e A1 & KVM Users KVM User
Admin F1 2% 5l & 55 1) KVM Appliance Admin.

e W RAE ] KVM User 15 100 9000, WA 5 ZERCE SIP XTS5, A £E BRIA
T 00 P B B O3 AR 3 W U5 ) Bl A7 SIP

R 5.3: & Vi WEH SV EIBRAE

B1E KVM Appliance Admin

KVM User Admin KVM User

AVFHE 55— KVM RV —1
Appliance Admin & KVM User Admin, il
e User Admin. @AZiGE IS ok Hare &
H TO N H RS S B E S
WEP A B RAR P EANE
VAT SRV
PN
jogyy T — WAVEILKE RCS I
ISP E Y S P I &
> Jo A RCS it B AL .
& — WZam ¥ RCS i
&5 NBRREMHANS S & =
Jy&E4~ RCS e & AR .
& — 2h4IE LK RCS n
AT T 2 ANEHFWMEYHAN R & 5

&4~ RCS AL & ALK .
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HiE KVM Appliance Admin KVM User Admin KVM User

— D R
e i P S 1) 35 24 1R 2 56 %
BRI R O\ H SR 2 2 S G %t

944~ RCS it B RLR A~ RCS it & A R

s — AUl IR RCS AN
B E o I BEE ANHSREIE AR+ g
&~ RCS Mt & ALRR .

2, WM
B B 5
Bl & . b
0 it
TD A H
G 24
X %
by A
H br 15 %
ficl & F
"l

— W
RCS A H > (138
B Zh o
A RCS i B AR .

— W@ K RCS
HARBEA U N H 3 B 2 BEZL 0 B
944~ RCS Mt & ALBR

DA E AD H ik p BLEE I RCS & B Gt (KVM Appliance Admin) A%
B, AR5 MK 7 A A VRAE S O B0k T AR T AR A B R R
0 RCS 4 B 53 W] 48 25 5 4 B ik

Standard 42 #J i) Active Directory Xt 2 3R

XF T W 4 ERS AR LS Active Directory 2 45 LT 24T & 17 E’/iuLﬂ”ﬁ
BUH) A4 BE RCS, W' R DN ALY SRR . B
2R A SIP QU A TSN S, % SIP 2R AE ] KVM User
BB 25 9] 425 1 i) RCS. & R 03 2%l Bk 41 % AX 36 SIP 1 oF S5 B xS

% o KVM User Group 1§ J§ J* A 1T U5 [7] ££ [7] — KVM User Group H ]
SIP. EZNTG DL T, HA BRI A 7 A U5 Br A SIP (AL
{38

%l RCS W B RN 5
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